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HOW TO CONNECT
TO EDUROAM
WIRELESS NETWORK

HELP GUIDE



Jump to the setup instructions for your device:

Microsoft Windows
MacOS

iOS (iPhone and iPad)
Android

Linux

Notes:

User name must be in this format: username@swin.edu.au

(your username is your student number/SIMS ID)

Actual look and feel may differ depending on your version

of operating system and device vendor.
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Microsoft Windows

To remove old eduroam profile:

* Click Windows Start Button > Settings > Network and Internet
* On the left-menu click Wi-Fi, then click Manage known networks link on the right

* Select eduroam from the list and click Forget

To connect to eduroam:

¢ Click on the Show Hidden Icons arrow in the task bar, then the Wireless Networks icon
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e A security prompt will appear — click the Connect button
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* You have now successfully connected to eduroam
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To remove old eduroam profile:

* Open System Preferences
¢ Click Network, then Advanced
e Select eduroam from the list and click the ‘=’ icon just below the list to forget/remove it

* If you previously configured eduroam with XpressConnect wizard, Open System Preferences. Click
Profiles. Select eduroam from the list and click the ~” icon just below the list to forget/remove it.

To connect to eduroam:

* Click on the Airport icon in your menubar.
If required, turn Wi-Fi on then select eduroam from the dropdown list provided.

® Wl @ fizs7pm Q =
T | |

. Open Network Preferences... ‘

© L [
! Turn Wi-Fi Off
| eduroam a =
| Events@Swin a8 =
. SwinburneConnect =
Join Other Network...
Create Network...

Open Network Preferences...

e When prompted, enter your username@swin.edu.au as your username
followed by your password and click the Join button

The Wi-Fi network “eduroam” requires WPA2
enterprise credentials.

Mode: Automatic

-
L 4
o— Username: 1234567@swin.edu.au

Password: eeeeeeeceecece

Show password

Remember this network ?

g Cancel

Continued on next page
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* You will be prompted to review and accept the certificate for eduroam

Verify Certificate
- Authenticating to network “eduroam”

| Before authenticating to server “wireless.swin.edu.au’, you should examine the server's
lj certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate’.

w Show Certificate Cancel

* Ensure that the certificate is correct by clicking Show Certificate and reviewing the details.
Please ensure that ‘wireless.swin.edu.au’ is issued by QuoVadis Certificate Authority.
Once the details are verified, accept the certificate by clicking OK and Continue.

e wireless.swin.edu.au
A Issued by: QuoVadis Global SSL ICA G3
- Expires: Sunday, 8 May 2022 at 12:55:00 am Australian Eastern
Standard Time
@ This certificate is valid
¥ Details

Subject Name
Country or Region AU
State/Province Victoria
Locality Hawthorn
Organisation Swinburne University of Technology
Organisational Unit Information Technology Services
Common Mame wireless.swin.edu.au

Issuer Name
Country or Region BM
Organisation QuoVadis Limited
Common Name QuoVadis Global S5LICA G3

0 ==

* If prompted enter the username and password for your mac to add the certificate to keychain

— You are making changes to the System Certificate
Trust Settings.

l !di Enter your password to allow this.

User Name:  Admin

Fassword: ssssss -.li

Cancel Update Settings

* Your Mac will now attempt to connect to eduroam. Once connected, you can verify
the connection from the Airport Menu (indicated by a tick).

®

Turn Wi-Fi Off
Events@Swin B =
SwinburneConnect =

Jain Other Metwork:...
Create Metwork..
Cpen Metwaork Preferences..,

HOW TO CONNECT TO EDUROAM WIRELESS NETWORK HELP GUIDE



iOS (iPhone and iPad)

To remove old eduroam profile:

* Open Settings > Wi-Fi, select eduroam from the list and tap Forget this Network

* |f you previously configured eduroam with XpressConnect wizard, remove the eduroam profile
from Settings > General > Profiles

To connect to eduroam:

* Tap Settings > Wi-Fi, then select eduroam

* When prompted, enter your username@swin.edu.au as your username
followed by your password, then tap Join

Enter the password for “edurcam”

Cancel Enter Password Join

Username username@swin.edu.au

Password

* You will be prompted to trust the certificate ‘wireless.swin.edu.au’.
Please ensure it is issued by QuoVadis Certificate Authority.

Continued on next page
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* Tap Accept/Trust certificate to get connected

Cancel Certificate Trust
' .‘ 4 wireless.swin.edu.au
Not Trusted
16/6/20, 5:16:56 pm
More Details
* You have now successfully connected to eduroam
6:35 T
{ Settings Wi-Fi
Wi-Fi
v/ eduroam = @
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To remove old eduroam profile:
* Go to Settings > Wi-Fi
* Press and hold eduroam and tap Forget Network

* Tap on eduroam to configure again

To connect to eduroam:

* go to Settings > Wi-Fi

e Tap on eduroam

& Wi-Fi @

Smart network switch

Automatically switch between Wi-Fi and mobile
networks, and also between 2.4 GHz and 5 GHz
bands, to maintain a stable Internet connection.

Wi-Fi networks O Scanning...
-
= eduroam
Secured

e Select ‘PEAP’ for EAP method
e Select ‘MSCHAPV2’ for Phase 2 authentication

Continued on next page
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* Enter username@swin.edu.au as your Identity followed by your password, then tap Connect

eduroam

Phase 2 authentication

MSCHAPV?2 ¥
CA certificate

(unspecified) v
Identity

username@swin.edu.au|

Anonymous identity

Enter password

ssssssssssnce

(] Show password

(] Show advanced options

CANCEL CONNECT

* You have now successfully connected to eduroam

N T 4d70:0 1422

Wi-Fi networks

% eduroam

Connected
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Android 11 and above:

Due to security updates in some Android 11, “Do Not Validate” option under the “CA certificate” dropdown has been
removed. If your device is one of them, please follow these steps.

* Download and install eduroam CAT application from Google Play

< Q
eduroam CAT
wdiioim GEANT Association
0.0% M+
O reviews Downloads Rated for 3+ @

eduroam —

* Go to https://cat.eduroam.org/

* Tap Click here to download your eduroam® installer

* Search for Swinburne and tap Swinburne University of Technology

* Tap Android 11 and higher and tap Continue to download the configuration

{} @ cateduroam.org

CAT was recently upgraded to vel

.0.4. Please report any

Organisation

Select

—
d =
eauroam
Configuration Assistant Tool B Australia
Welcome to eduroam CAT
Swin

Connect your device to
eduroam®

eduroam® provides access to thousands Location
of Wi-Fi hotspots around the world, free

of charge. Learn more
countries

{} @& cat.eduroam.org

our organisation

» Help, my organisation is not on the list

Show organisations in ~ Australia

O :

Swinburne University of Technology

Locate me more accurately using HTMLS Geo-

v show all

Android 11 and higher

Before you proceed with installation on Android systems, please
make sure that you have installed the getedwrcam application. This
application = availzble from thess sites: Google Play, 2= locs

oad and will use the configuration file downleaded from CAT
1o create 3l neceszany SSITINEE.

Continue

Click here to

download your
eduroam® installer

Continued on next page
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{} @ cateduroam.org ® :

; . : select another
Swinburne University of

Technology

If you encounter problems, then you can obtain
direct assi from your organisation at:
emall: servicedesk@swin.edu.au

tel: +61 3 92145000
This entry was last updated at: 2021-02-15 06:16:27

Wel aboard the edi user community!

Your download will start shortly. In case of
problems with the automatic download
please use this direct link.

Dear user from Swinburne University of
Technology,

we would like to warmly welcome you among the
several million users of eduroam®! From now on,
you will be able to use internet access resources
on thousands of universities, research centres
and other places all over the globe. All of this
completely free of charge!

v eduroam-android_4_7- b4
Swinburne_University.eap-config.
Open

Tap Open to launch the eduroam CAT application and tap Install

Configuration File Summary

Provider Name:Swinburne University of
Technology

Description:Staff and Student on-boarding to
eduroam

Authentication Method #1

EAP Method Type: 25/PEAP

Inner EAP Method Type: 26/MSCHAPv2
Authentication Server: wireless swin.edu.al
CA Certificate CN: CN=QuoVadis Root CA 2 G3

Support Information

Email Address:servicedesk@swin.edu.au
Phone Number:+61 3 92145000

Terms of Use:

Web Address:

Discard Install

Enter username@swin.edu.au as your Identity followed by your password, then tap Install

(ww Install Configuration File

w2 eduroamCAT

INSTALL PROFILES STATUS

eciu roam

Current device configuration:
¢ Found SSID "eduroam" with mixed mode

! Anon ID missing (optional)
(V] User ID=username@swin.edu.au
& EAP Method=PEAP with Phase2:MSCHAPv2
& CACertificate OK
& Server Subject Match=wireless.swin.edu.au

Username: username@swin.edu.au

Password: e« L

Installing a profile will replace any
existing eduroam settings

Install

* You have now successfully configured to connect to eduroam

ww eduroamCAT

INSTALL PROFILES STATUS

eciuroam

Current device confiaguration:

Found SSID "eduroam” with mixed mode
Anon ID missing (optional)

User ID= username@swin.edu.au

EAP Method=PEAP with Phase2:MSCHAPv2
CA Certificate OK

Server Subject Match=wireless.swin.edu.au

CCOC=C

Username: ysername@swin.edu.au

Password: eesssesess

Install

Status:Trying SSID "eduroam”
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Linux

Please use the following settings to configure eduroam:
* Wireless Security mode: WPA & WPA2 Enterprise
* EAP Method: Protected EAP (PEAP)

* CA certificate: None

* PEAP Version: Automatic

* Inner Authentication: MSCHAPvV2

* Username: username@swin.edu.au

¢ Password: (Your Password)
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